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PURPOSE:

To establish a guldelme in granttng and termlnatmg program chart access to GBHWC’
Electronic lehavnoral Health Record (EBHR) system.

POLICY:

A. GBHWC wnll tmplement reasonable and appropriate measures to:
1. Limit access to EBHR system only to employees provrdmg dlrect services to
; behavuorat health consumers, student interns assigned to dlrect service
program, non GBHWC physnc:ans with specnal privileges and administrative
staff conducting chart audits for quality improvement purposes '
2. Prevent those who have not been authonzed from accessmg GBHWC's EBHR

B. All new and returnmg personnel mcludtng student mterns and physuclans wrth special
, prtwleges will complete EBHR Training and Orientation W|thm the first three months of
- access bemg granted to the EBHFt system : v , :

C. All access to EBHR will be termmated |f an employee reS|gns retlres oris termlnated
and no Ionger employed with. GIHWC Access will be terminated upon request from the
dtrect supewtsor on the employee s last day of employment

DEFINITIONS

AWARDS (Aftordable Wide Area Relatlonal Data System) AWARDS is a Hll‘AA-compllant
federally certified Electronic Health Record (EHR) for Meantngful Use, and offers full
mteroperablllty with any other federally certified system for participation in Health lnformatlon
Exchanges (HIE) and Reglonal Health Information Organizations (RHlOs)

Electronic Behavioral Health Record (EBHR) Electronic version of phyS|cal chart, mcludmg
electronlc copies of assessments and progress notes. :

HlPAA The Health lnsurance Portablllty and Accountability Act of 1996 (HIF’AA) is a federal law
that required the creation of national standards to protect sensitive patient health information
from being. dlsclosed without the patlent’s consent or knowledge.

Suger—use r: A user of a computer system with spemal privileges needed to administer and
maintain the system a system administrator.

PROCEDURE:

A. Granting Access: In order for the employee to be granted access to the EBHR system
the following steps will be completed:
1. Human Resources (HR) will create the employee’s proflle on the EBHR system.
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2
3.

4.

10.

2. HRwill hotify the employee’s supervisor that the profile has been created: -

The employee’s supervisor will request for the employee s log-in credentlals

from the EBHR system Super-users.

The employee s supervisor will discuss and fill out the FAD MR 12.1
EBHR/AWARDS Program Chart Access Form-with the employee.-Supervisor
will indicate which program(s) the employee is allowed access to in
EBHR/AWARDS . ,

When the programs have been chosen, it will be routed to the Division
Administrator for review and approval. >

The approved EBHR/AWARDS Program Chart Access Form will then be routed
by the Division Administrator to the Super-users for processing.

The super-users will schedule them for an EBHR/AWARDS Orientation and
Training.

Full access will be granted to the employee’s appropriate programs and
divisions by the Super-users after the EBHR/AWARDS Program Chart Access
Form has obtained all appropriate signatures.

All completed EBHR/AWARDS Program Chart Access Form will be filed with
HR to be included in the employee’s personnel jacket after the Super-users
complete their process with each employee.

Any other special permissions and additional types of access must be approved
by the Division Administrator.

B. Termination of Access Procedure: an employee’s EBHR access will be terminated in
the event that they separate from the department.

1.

During the clearance process, supervisor will start the access termination
process by using the EBHR/AWARDS Program Chart Access and the request
will get sent to HR.

Separating Employee and intern will notify Medical Records Unit (MRU) and the
Super users of the employee’s last day of employment.

The termination of EBHR access will take place within 24 hours of their last day
of employment with the department. If this is not possible, then the Super users
will block the access within 24 hours of their last day.
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1. Name:

First Narme

Middie Name

2. Date of Request:

Job Title:

M D YV

Employee Number:

Division/Program:

L e

Requesting for: (check one of the fbllowing)

O|  CREATION of AWARDS account

7. Which of the following programs will need access to in AWARDS: (check all that apply)
0O Medication Assisted »Treatment

O Adult Inpatient Unit - Inpatient Crisis Stabilization - Nursing
O Warrior Unit - Inpatient Crisis Stabilization - Nursing
‘[ AduttOutpatient Services - Mental Health Outpatient

[ Children’s Inpatient Unit- Inpatient Crisjs Stabilization - Nursing

D Child & Adolescent Services Division (CASD) y Famagu'on-ta
[ Project Linking Indi\;iduals in Nui‘turing Communities (LINC)
[J D&A - New Beginnings Intake - Referrals & Placement
3 D&A - New Beginnings Outpatient 0.5 - Substance Abuse

O DR&A - New Beginnings Qutpatient 0.7 - Substahce Abuse

[0 D&A - New Beginnings Outpatient 1

0| CLOSURE of AWARDS account

Last Name

] Treatment Team 1 - Mental Health Qutpatient

0] Intake énd ‘Re'g"istra'tldh - Referrals & Placement

] COVID-19 Emergency Response for Suicide Prevention (ERSP)
[1 Project Tulaika ~ Mental Health Outpatient

| Preventioh'& Training - Com'rﬁunity Outreach- Clinical Services

1 Emergency COVID-19 Grant -

] Serenity - Residential - Child & Adolescent Services

Healing Hearts Crisis Genter - Crisis Intervention

|
|
[0 Residential Reco‘vei'y Progfam - Residential
0

[0 D&A - New Beginnings Outpaﬁent 2 Other: (Specify)_
Employee "Signature Date of Signature
Supervisor Signattre Date of Sighature
Department Administration Signature| Date of Signature
AWARDS Super-User Signature Date of Signature

Medical Records Signature

| Date of Signature

Human Resources Signature
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“COMMENTS:
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